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SECTION I. CGENERAL

1. Purpose. This regulation outlines the policies, standards,
responsibilities, and procedures for using and nanagi ng an
electronic mail (E-mail) systemto conduct official governnent
busi ness throughout the U S. Arny Materiel Command (AMD).

2. Applicability. This regulation applies to Headquarters

AMC (HQ AMC) and col | ocated activities; AMC maj or subordinate
conmands (MSC) and their subordinate installations and activities;
and all separate installations and activities reporting directly
to HQ AMC.

3. Scope. Electronic mail is the established standard for
the transm ssion of commandw de organi zati onal conmuni cati ons
unl ess specifically prohibited by regulation or |egal statute.
The use of E-mail is authorized in lieu of the tel ephone, U S
Postal Service (USPS), and other |ocal systens involving the
noverent of hard copy materi al

4. Expl anation of abbreviations and terns. Abbr evi ati on
and special terns cited in this regulation are defined in the
gl ossary.

5. References. Related publications are listed in appendix A

6. bjectives. a. Provide the capability to enhance enpl oyee
productivity and conmand responsi veness.

b. Provide a neans to relay detailed information in a tinmely
manner and avoid the different interpretations often associ ated
with verbal conversations.

c. Reduce printing, handling and postage costs, speed up
delivery, and ultimately attain a "l ess paper intensive"
envi ronnent .

d. Provide procedural guidance and direction for E-nai
transm ssi on of organizational and individual comunications
t hr oughout the command.
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e. [Establish procedures for the creation, transm ssion,
storage, and disposition of information in electronic format.

7. Responsibilities. a. The AMC Deputy Chief of Staff for
Corporate Information (DCSCl) will--

(1) Manage AMC s el ectronic mail program

(2) Establish plans, policies, regulations, guidelines,
and procedures for using the E-mail system

(3) Assess effectiveness and conpliance with E-nai
pol i ci es, procedures, and standards.

(4) Conduct or require research and studies to be
conducted for the devel opnment of new or inproved approaches to
E-mail .

b. Corporate Information Oficers (C O, Deputy Chiefs
of Staff for Informati on Managenent (DCSIM, and Directors of
| nformati on Managenent (DAOM wll--

(1) Serve as the conmand source of expertise for
electronic mail. Miintain E-mail software. Mdify software to
run on additional computer systens, as needed. Wrk with the
DCSCl to design and inplenent an autonmated i nformati on system
(AI'S) and comuni cations architecture to support a comrandw de E-
mai | system Include records nmanagenent requirenments when system
planning is initiated and during the life cycle of the system

(2) Conduct research and studies to devel op new and
i nproved approaches to E-mail. Develop or otherw se achieve a
nmeans to enter an "el ectronic signature"” onto docunents passed
t hrough the E-mail system

(3) Develop, naintain, extend, and operate the E-nai
program Monitor the overall efficiency, effectiveness,
reliability, dependability, and security of the systemand its
constituent elenents.
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(4) Serve as the distributing agent for electronic nmail.

(5) Plan, budget, acquire, install, operate, and maintain
conput er hardware, software, conmmunications, and networks to
support the E-mail system

(6) Appoint a System Adm nistrator to--

(a) Ensure that E-mail software is accredited at the
highly sensitive |evel.

(b) D ssem nate procedures and provi de user training
for using the local E-mail system

(c) Maintain organi zational and i ndividual nail boxes
on a local area network (LAN) or wi de area network (WAN).

(d) Add nail boxes for new y assigned individuals or
establ i shed offices. Delete mail boxes upon transfer of
i ndi vidual s or upon reorgani zation of offices. GCeate and
distribute alias files with the nail boxes of all individuals to
all local conputers.

(e) Manage the user ID (LOG@N) and password system
per AR 380-109.

(f) Monitor files of undelivered mail |ogs to ensure
reliability and timeliness of the local E-mail system Return al
undel iverable nmail to the sender or forward to the addressee(s).
Notify the sender of the correct address and indicate that the
nmessage was delivered to the addressee(s).

(g) Investigate all conplaints fromusers about
i nappropriate el ectronic transm ssions and determ ne their
validity.

(7) Develop and inplenent procedures to preserve the
record copy of all official E-mail transm ssions docunenting the
of ficial business of the conmand per AR 25-1, paragraph 8-8, and
AR 25-400-2, Chapter 3.
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SECTION I'l. | NFORVATI ON SENSI TIVI TY AND SECURI TY PQLI CY

8. Information sensitivity and security. a. Or gani zat i onal
and individual E-mail messages will be transmtted only over
approved and accredited networks. As a mininum all activities
using E-mail software will accredit their systemat the "highly
sensitive |evel."

b. The E-mail systemnay be used to transmt all |evels
of uncl assified sensitive and nonsensitive information. For
exanpl e, asset, resource accounting, and authorization
i nformati on, FOR OFFI G AL USE ONLY (FQUO information, information
subject to the Privacy Act of 1974, proprietary and contractual
information, and sensitive information including data that may be
vul nerable to fraud, theft, m suse, or msrepresentation.

c. Applicable provisions of AR 380-19 will be followed to
protect all information processed through the E-mail system A
"need-to-know' will be established and transmtted information
will belimted only to that required. Access to workstations and
the E-mail systemw || be restricted to authorized individuals.

U nost care will be taken to protect electronic nmessage files from
unaut hori zed access. Users will conply with the provisions
governing FOUO i nformation and i nformati on subject to the Privacy
Act of 1974.

SECTION I'l'I. USER PQLI CY

9. GCeneral. a. An authorized user of an AMC E-nail systemis
any individual possessing the necessary hardware/ software and a
requirement to send and receive E-mail.

b. El ectronic mail will be used where the benefits of cost,
timeliness, or productivity can be realized. Users are encouraged
to transmt official correspondence via E-mail rather than through
official mail and distribution channels.

c. Electronic mail will be used to transmt and receive
nmessages, information summaries, documents, nunbered forns, and
correspondence such as nenoranda, information papers, and
information in any form accommodated by the E-mail system
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d. The E-mail systemw |l include specific information in the
FROMfield. As a mninmum the sender's nane (as in the signature
of correspondence) will be included in nessages from an indivi dua
mai | box and the conpl ete nanme and office synbol of the sending
office will be included in nessages from an organi zati ona
mai | box.

e. Suspense actions received via the E-mail system from
out side the chain of command will be brought to the attention
of managenent. It is inportant to inform managenent of all
suspense actions received from external sources.

f. Users of the E-rmail systemwill--

(1) Ensure that classified information is not entered,
stored, or transmtted through the unclassified E-nmail system

(2) Ensure that information is protected per AR 380-19
and AR 380- 380.

(3) Provide information to the System Adm ni strator who
will maintain an accurate and current list of LOd N nanes and
mai | boxes

(4) Monitor rmail boxes and respond to/act upon incom ng
nmessages as required. Ensure that the individual/organization is
the appropriate recipient or notify the originator as soon as
possi bl e.

(5) Abstain from sendi ng nessages that coul d reasonably be
expected to cause excessive strain, directly or indirectly, on any
conputing facilities or the unwarranted or unsolicited
interference with the use of E-mail or an E-mail system by ot her
i ndi vi dual s.

(6) Submit all conplaints concerning inappropriate
el ectronic transm ssions to the system adm nistrator of an E-nai
syst em

(7) Be conscientious in the use of an E-mail systemto
avoi d over burdeni ng communi cati ons systens and avoid making it
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necessary to use scarce Arny resources to elimnate service
di sruptions that could be easily avoi ded.

10. Releasing authority. a. The releasing authority for
organi zational E-mail transm ssions is responsible for final
adm ni strative review approval and will ensure that--

(1) The information confornms with the policies of
t he Commander or head of the organization and that it has been
ful ly staffed/ coordi nat ed.

(2) The author has conplied with the provisions of
this regulation and other related directives.

b. An individual is the releasing authority for his/her
mai | box. No individual may rel ease E-nmail from anot her
i ndividual's mail box. The system adm nistrator is authorized
to rel ease (delete) mail files when an individual departs the
or gani zat i on.

c. Individual (s) having password access to an organi zati ona
mai | box constitute the releasing authority for E-mail transmtted
fromthat mail box. The Conmander or head of an organi zati on may
further constrain the releasing authority
as necessary.

d. AR 380-19 prohibits the sharing of passwords between
i ndi vi dual s.

11. Signhature authority. a. Oganizational E-mail docunents
the official business of the command and/ or expresses the will of
the Commander. The signature authority for rel ease of

organi zational E-mail may be delegated in witing to subordi nates
per AR 25-50, Preparing and Managi ng Correspondence.

b. Docunents requiring signature authority may be sent via E-
mail. O ficial correspondence and E-mail docurents will be dated
and the signature block will be considered unsigned unl ess
signature is indicated. For systens unable to record, transmt,
and display electronic or password-generated signatures, the
signature block will be transmtted with the words "signed" or
"signed by for."
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12. Record copies. a. The record copy of all official
correspondence transmtted or received via the E-nmail system

will be maintained by the office with access to the organi zati ona
mai | box.

b. El ectronic records will be identified, maintained, and
di sposed of per AR 25-400-2, Chapter 3, and General Records
Schedul e 20 i ssued by the National Archives and Records
Adm nistration. The record copy will reflect all coordination
obt ai ned.

SECTI ON |1 V.  AUTOVATI ON TRAI NI NG PCLI CY

13. Defense Message System (DMS). a. The DMs will replace
the resource intensive and antiquated automated digital network
(AUTODIN), tel ecommunication centers (TCC), and the existing

| egacy electronic mail (E-mail) systens currently in use

t hr oughout the Departnent of Defense (DOD). The AUTODIN is
schedul ed to cl ose in Decenber 1999.

b. The DMS will provide witer-to-reader electronic nmessagi ng
servi ce access to and fromworl dwi de DOD | ocati ons, including
tactical deployed users, other designated Federal governnent
users, and interface to allied users and defense contractors. It
provides a single capability to the end user (witer/reader) for
organi zational (official) and individual (informal) nessaging
service while at hone base, traveling, or tactically depl oyed.
Users will transmt and receive nmessages fromtheir desktop
wor kstations. User authentication and security will be provided
by a FORTEZZA card.

c. The DVB consists of all hardware, software, procedures,
standards, and facilities used to exchange nessages el ectronically
bet ween or gani zati ons and between individuals within the DOD and
anong ot her authorized users.

d. The current subsystens of the DV5 are AUTCDI N and
E-mai |, both host and | ocal area networks (LAN) based, including
nmessagi ng and nmail capabilities inplenmented for the strategic,
sust ai ni ng base, and tactical environnents.

e. For guidance on incorporating DOD tenant activities
at AMCinstallations into the DM5, refer to HQ AMC nenorandum
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5 May 97, subject: AMC Policy on Inplenentation of Tenant
Activities at AMC Installations into the Defense Message System
(D\VB) .

14. Electronic nmail software. a. Many avail able E-nmai

sof tware packages will run on different hardware and support
various configurations. AMC recomends using Mcrosoft Exchange
and Lotus Notes user agents. The preferred is Mcrosoft Exchange.
The software package nust be DMS-conpliant.

b. Acquisition of commercial E-mail software that will allow
users to conmunicate only with others using the sanme software is
prohi bited. Comercial software will be acquired only if it
allows its users to comunicate with renote users
and i s DV5-conpliant.

15. User training. Every user of an AMC E-mail system w ||
recei ve gui dance on--

a. How to distinguish Federal records from nonrecord
materi al s and personal docunentary materials.

b. How to determ ne when drafts and worki ng papers are
Federal records.

c. How and when to generate a recordkeepi ng copy of an
E-mai | nessage.

d. Howto mark or classify docunents for filing or
i ncorporation into an el ectronic or hard copy (paper-based)
recor dkeepi ng syst em

e. Howto contact the installation/activity records manager
or coordi nator for assistance.

Commanders and supervisors at all levels will ensure that users of
an E-mail systemare cogni zant of perm ssible and unaut hori zed
uses of the system Users nust know that the inappropriate use of
an AMC E-mai | system nay be the basis for consideration of

di sci plinary action against soldiers and civilian enpl oyees.
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The proponent of this regulation is the United States
Arny Materiel Command. Users are invited to send
comment s and suggested i nprovenents on DA Form 2028
(Recommended Changes to Publications and Bl ank

Fornms) to Commander, HQ AMC, ATTN. AMCI O F,

5001 Ei senhower Avenue, Al exandria, VA 22333-0001.

FOR THE COMVANDER

OFFI O AL: JAMES M LI NK
Maj or General, USA
Chief of Staff

LEROY TI LLERY
Chief, Printing and Publications
Branch

DI STRI BUTI ON:

Initial Distr H(44) 1 ea HQ Acty/ Staff O c
LEAD (SICQLE-DO-1) (2)

AMCI O | - SP st ockr oom (15)

AMCIOF (2)

Separate Reporting Activities (SRA) (2 ea)
AMCOM AVSAM RM FD ( 4)

AMCOM AMSAM SMO (Li brary) (4)

ARL/ ANSRL- Cl - TG (4)

CBDCOM AVBCB- CI R (4)

CECOM AVBEL- | M BM | (4)

| O/ AVBI O | M. (4)

LOGSA/ AMXLS- 1 M (4)

SSCOM AVBSC- S- | VB (4)

STRI COM ANMSTI - CS (4)

TACOM ANVSTA- DRM ( 4)

TECOM AMSTE- CT- N (4)

USASAC/ AVBAC- | M O (4)
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APPENDI X A
REFERENCES

RELATED PUBLI CATI ONS

AR 18-7 Aut omati ¢ Data Processi ng Managenent

AR 25-1 The Arny Information Resource Managenent
Pr ogr am

AR 25-11 Record Conmuni cations and the Privacy
Conmuni cations System Chapter 13

AR 25-50 Preparing and Managi ng Correspondence

AR 25-400-2 The Modern Arny Recordkeepi ng System
(MARKS), Chapter 3

AR 340-21 The Arny Privacy Act Program

AR 380-19 I nformation Systens Security

AR 380- 380 Aut omati on Security
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G.CSSARY
Section 1. ABBREVI ATI ONS

Al'S Aut omat ed | nformati on System
AMC US Any Materiel Comrand
AUTCDIN  Automated Digital Network
ao Corporate Information Oficer

DCSCl Deputy Chief of Staff for Corporate Information
DCSI MDeputy Chief of Staff for Information Managenent
D\VS Def ense Message System

DOD Depart nent of Defense
DA M Director of Information Managenent
FQUO For Oficial Use Only
HQ Headquarters
LAN | ocal area network
VBC maj or subordi nat e command
TCC Tel ecomuni cati on Center
USPS U S. Postal Service
WAN wi de area network
Section Il. TERVS
DI SN

Def ense Information Systens Network. A conputer-based packet
switching network utilized within the DOD for | ong-haul
comuni cati ons.

E- MAI L
A conput er-based el ectronic nail systemused to send and/or
recei ve informati on over |ocal/w de area networks.

LOGI N
A synonym for a user ID. Enables the systemto identify users of
t he system

MAI LBOX
A computer file or equival ent network accessible delivery point
whi ch can be | ocated by conputer network delivery processes. In

many ways, nailboxes are anal ogous to U S. Postal Service (USPS)
mai | boxes. Only the network delivery service can nove nmail from
one mai | box to anot her.

G.CSSARY- 1
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PASSWORD
A protected word or string of characters to identify or
aut henticate a user, specific resource, or access type per AR

380-19, Information Systens Security, and AR 380-380, Automation
Security). Wen passwords are entered through the keyboard, the
characters are not displayed on the screen. This prevents ot her
peopl e fromdi scovering the password and using it to gain access
to the system

G_CSSARY- 2



